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Distribution Grid Topology Estimation -- UMN

Conclusion 2
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Solar and Wind Generation in the US (2023)

Utility-scale solar electricity generation by state in 2023
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lowa — 0.52 billion kWh
Minnesota — 1.9960 billion kWh
Wisconsin — 1.2430 billion kWh

Total Wind Generation for 2023
lllinois — 22.054 billion kWh <

U.S. utility-scale wind electricity generation by state, 2023
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Wisconsin — 1.759 billion kWh

Source: U.S. Energy Information Administration (EIA)
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DER System Architecture & Attack Surface

Expanding cyber attack surface - [oT
Increasing attack sophistication— AI/LLM
Legacy devices/networks/systems
Interoperability challenges

..............................................................................

DER Control Signals

- Setpoints

- Volt-VAR Settings
- Volt-Watt Settings

- CPF Settings

- Droop Settings

- Ramp Rate Settings

Distribution Control Q\ Third Parties or

I\

| €¥Physical Layer Attack

I QCnmmunication Layer Attack
© DER Stealthy Attack

I QManagement Layer Attack

Utility WAN Aggregator

I L Center Y v Aggregators

I
| DER SCADA I : Solar Lease
: DMS : I DER Manufacturer

I

i DERMS I Aggregator
\ _____ N
. DNP3/IEC 61850/
! IEEE 2030.5

or Internet Network

Modbus/DNP3/
IEEE 2030.5

DER Measurements

- DER State Data

(e.g., V,LLP,Q, f, 3, kWh)
- Solar Irradiance

- Module Temperature

- Battery State of Charge
(SoC)

|
I
I
I
I
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I
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I
I
)

Ref: S. Bose, S. Bhattacharya, N. Saqib, and M. Govindarasu, "ZT-MTD: Zero Trust-enabled Dynamic Moving Target Defense for DER Networks," accepted at the

IEEE Power & Energy Society General Meeting (PES GM), 2025
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Real-world Cybersecurity Incidents targeting DER Networks

QUTlLlTYDlVE Deep Dive Opinion Library Events Press Releases

Generation T&D  Grid Reliability  Electrification Load Management

DIVE BRIEF

NERC finds first remote hacker
interference on US grid from
cyberattack

Published Sey .‘.' Reuters World ~ Business ~ Markets v  Sustainability ¥ Legalv Commentary v Technology v Investigations
Rogue communication devices found in
Chinese solar power inverters
Cyber Press (@)~
Cyber Attack  Threats Cyber Al Data Breach Vulnerability
46 New Vulnerabilities in Solar Inverters Let Attackers Manipulate
Settings
(@) -MANDVI - - )

[OWA STATE UNIVERSITY |5




Cyber Vulnerabilities reported by DER Vendors

CVEs on solar power equipment per year of disclosure
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Source: Forescoul Research VYedere Labs
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CyDERMS Project Vision (DOE funded)

9| CyDERMS Center reTT——
G i i
. : Distribution Grids, DERs, Microgrids T.ecl'mol.ogles for
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! Cybersecurity & Resiliency \_ DERs, Microgrids )
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Datasets
U
( 8 e ™
(5 AT E 4. Models, 6. Field Library of Attack-
Centors i Datasets, & 3. Industry Encagement Deployment & Defense M0flules
y ! Attack-Defense ’ Y SAshs Demonstration and Exercises |
U ; Nisdut e Use-Cases
& E ot e Short Courses 7. Testbeds and Renository of
( G overniment i 5. Capstone e Workshops Attack-Defense E dupcatiotrlyan d
Solrces ! Design Projects Exercises Training Modules
(Local/Regional | ' { } N <
/Federal) i :
| e : Skilled
! Synergistic Partnershi
! ~ i TR L Cybersecurity
"""""""""" Universities Industry National Labs 5 Woiklorce
ISU, UIUC, GE-R, Hitachi-E, ANL, NREL, R ——— .
UMN, MTU Regional Utilities MITRE
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Project Team

Phase | . L.

2 ML-based Situational Awareness for DERs and Microgrids ISU, ANL, NREL, GE-R

3 Attack-resilient SE algorithms for distribution grid with DERs and Microgrids UMN, UIUC

4 Attack-resilient control algorithms for DER-integrated distribution grid ISU, MTU, ANL, NREL

5 Attack-resilient control algorithms for Microgrid-integrated distribution grid UIUC, UMN

6 Education and Workforce Development ISU, UMN, UIUC, MTU, NREL
I

7 System Integration, Testing, and Evaluation ISU, UMN, UIUC

8 Tech Transfer and Field Demonstration ISU, UMN, UIUC

AAAAAA SCHAMPAIGN

AR Michigan | A D NREL ¢
g E UNIVERSITY I I LLI N o I S 1885 Universitgl rgg!';]"':]g °°°°°°° N‘:rfw‘fL RENEWABLE ENERGY LABORATORY /

OF MINNESOTA
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Task 2: ML-based Situational Awareness for DERs and Microgrids

Task Goal:

Protocol Converter Module for Interoperability of DER Networks

Security Operations Center (SOC) for DER Communication Infrastructure

Expected outcomes:

Tools and technologies for the Protocol Converter Module and SOC platforms.
- Realistic DER datasets for training of ML-based algorithms for anomaly detection.

- Real-time HIL testbed-based evaluation and validation of developed solutions for
practical implementation.
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DER Protocols & Interoperability

IEEE-1547 recommended DER Communication Protocols for Interoperability

Smart Grid — DER
Interoperability IEEE 1547-2018

< ) Communication Interfaces

Electric Power
Electricity adequacy and
devices interconnections

(=) (SEP2.0) (DNP3)
L . SunSpec IEEE IEEE
Communications Information Modbus 2030.5 1815

Data, Facts, and
knowledge

Exchange of information

DER SYSTEM UTILITY NETWORK
NETWORK PROTOCOL PROTOCOL

» Interoperability is essential between “SUNSPEC MODBUS & DNP3”

» Why?
» Inthe US, 90% of the DER Deployed have SunSpec Modbus Interface for Monitoring and Control.
» Inthe WAN, DNP3 is the most used protocol and is widely deployed.

» Highlighting a need for seamless Protocol Conversion

IEEE 1547-2018, https://standards.ieee.org/ieee/1547/5915/
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DER Deployment Scenarios & Interoperability

Example Configurations for Communications between Utilities and DER Systems

e Data Flow A Ltility-Scale
Utility [ — e e e e e e e e e e e e .>| DERIESS
SCADA |, Data Flow D .
W
DNP3
|'. 1
LI
Data Flow B g EFOWA »| DER
Data Flow D
| Data How C DER Gateway , )
IEC 61850 or [EEE acting — SunSpec ModBus
20305 or DNP3 = 5
or Utility Client - DER
El.nd as ##_,.- compaonents
(2) Server to r
Utllltslr Data Flow B DER - — — DER Data Flow A DER
Facilities Controller [ — = = ™| compaonents
DERM S Data Flaw € | Data Flow D
o -
IEC 61850 or I | ~ DER
IEEE 2030.5 [EC 61850 T ! | compaonents
SunSpec ModBus
(3) DER
Data Flow B Aggregator | DataFlow A Aggregator [
F— DER EMS or |- — — -» Controller DER_ L
| Gateway Data Flow D =, -
~ DER
IEC 61850 or | ——=] DER
IEEE 2030.5 [ Propristary or o
IEEE 2030.5 SunSpes ModBus b=
DER

Ref: CReST-VCT System In

egration Framework, https://www.pnnl.gov/publications/crest-vct-system-integration-framework

[OWA STATE UNIVERSITY



https://www.pnnl.gov/publications/crest-vct-system-integration-framework

SOC for DERMS Control Center

Typical Security Operations Center (SOC) Data and Tools:
2. Cyber Situational
Awareness (CSA)

SIEM, SOAR, Big Data 3. ML-based Anomaly

/| Detection (both Edge & Cloud)

Real-time Monitoring

Event Data: App.

Analytics
Cloud, 0T Logs .
I g " Trending & Correlation O O O
Nors Tefemelry ,
e Detections 3
Analysts | 4. Cyber Situational

Intelligence (CSI)

Interoperability)

@ Network Sensors Incident Tracking, Case Management, /
Nerts, Telemetry Automation

1. Protocol ; _I \
Converter (DER - /
. Threat Intel 10Cs, - Malware Cyber Threat ¢
Ty = _

R Asset & Vuln. Data Artifact Composite

S [

Ref: MITRE, 11 Strategies of a World-Class Cybersecurity Operations Center
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1. DER Protocol Conversion Framework

DER SUNSPEC
client 1 ODBUS
Utility
DERMS
DER SUNSPEC DER DNP3
client 2 MODBUS Gateway (Monitoring
& Control
] for DERSs)
: SUNSPEC
MODBUS
DER
client n
N\
v
[ SUNSPEC MODBUS TCP\P CLIENT ]
1
SUNSPEC [ DER MANAGEMENT.JSON ] [ POLL DER INFORMATION ]
MODBUS n EXCHANGE
[ SUNSPEC MODBUS DATA HANDLER ] [ DER MEASUREMENT.JSON ]
;
t L] DNP3 DATASTORE
[ sunspecmopbeuspDaTasTore | (BI| BO| Al | AO)
seseeor ) : ] |
[ SUNSPEC MODBUS TCPIIP SERVER ]
[ DNP3 DATA HANDLER ]
1
[ DNP3 TCP/IP OUTSTATION ]

DNP3 (IEEE 1815)

DNP3 TCP/IP MASTER
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2. Proposed Cyber Situational Awareness (CSA) Platform

Tier-1 Tier-2
€ B >
Edge CSA Cloud CSA
a ) iz > " End-to-End
Alert Aggregation - g Monitoring &
\ > P e— Analytics Y
s N e N
Anomaly Detection <, Configurations | Alert Correlation
\ J = J

: < »_ WAN ‘

| DER Measurements >

v

DERMS

y 3
\ 4

Solar PV Inverters
Wind Farm Controllers <
Microgrid

BESS

EV/EVSE

DER Controls |

Ref: M. Abdelkhalek and M. Govindarasu, "ML-based Alert Correlation Algorithms For DER Cyber Situational Awareness," 2024 IEEE Power & Energy
Society Innovative Smart Grid Technologies Conference (ISGT), Washington, DC, USA, 2024, pp. 1-5, doi: 10.1109/1SGT59692.2024.10454168.
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3. ML-based Anomaly Detection System (Edge-CSA)

» ML-ADS monitors the DER network and generates alerts in the Intrusion Detection Message Exchange
Format (IDMEF).

» Generated IDMEF Alerts are aggregated based on a sliding time window.

» Aggregated Alerts are forwarded to the Cloud CSA Platform.

1. Generation of DER Datasets 2. Data Balancing
Normal & “ Synthetic B
Attack Minority Random
DER Dataset =—> — . Undersampling
Traffic Oversampling (RUS)
Labeling . (SMOTE) y
4. ML-ADS Training/Testing 3. Feature Extraction
= ML Model ) é Data Feature )
ML Model in!lne e Norn'lallzatlon Extractlo.n -
. Training & (Min-Max and Selection
Evaluation & Testi Scali PCA
Selection ¢S J \ calne) (FCA)

Ref: S. Bhattacharya, N. Sagib and M. Govindarasu, "ML-based Anomaly Detection System for IEC 61850 Communication in Substations," 2024 IEEE
Power & Energy Society General Meeting (PESGM), Seattle, WA, USA, 2024, pp. 1-5, doi: 10.1109/PESGM51994.2024.10688773.
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4. From DER Situational Awareness to Intelligence

Cyber-defense monitoring and decision-making

Data-to-Intelligence Pyramid
feedback loop

« understanding, integrated,
actionable

=== Analytic Engine \ fb Intelligence
I/, n % given inse oht, * contextual, synthesized,

Knowledge/ Knowledge S
State Model ﬁ
given meaning, » useful, organised,
becomes
. structured
/ ﬁ Information
v
" given context, e signals, know-
Response ' Decision Making becomes Data nothing

Orchestration

Data: Raw security logs and alerts.

Information: Structured security events, e.g, detected anomalies.

Knowledge: Contextualized threats with relationships (Knowledge Graph).
Intelligence: Actionable intelligence with mitigation strategies (LLM-enhanced).

>
>
>
>
>

[OWA STATE UNIVERSITY 16
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4. Proposed CySIDER Framework

CySIDER: Cybersecurity Situational Intelligence
Framework for DER Networks Cloud CSI

v' Enable end-to-end attack path visualization
and mitigation planning.

v' Map DER Network Components to specific
Techniques from MITRE ATT&CK to show
adversarial technigues associated with
compromised DER devices.

Visualization & Analytics

v' Define the interconnection/Interactions Rule Based

isti Al-Based
between the DER Network Components Statistical

Correlation Correlation Correlation

v Cyber Situational Intelligence (CSI):

. : A
= Attack Techniques (TTPs) — adversarial RGoTegated
behavior Alerts
= DER Components — system context
(connections, protocols, location) Threat DB
Encrypted
Channel
1 1
?wNoZiéf ,u,n ESEeEC ML-based Alert Generation Alert
DER Clients 2030.5 Anomaly and Threat Normalization
(Solar PV, Wind, BESS) Detection System Mapping and Aggregation

Edge CSI

Ref: D. Popoola, S. Bhattacharya, and M. Govindarasu, "CySIDER: Cybersecurity Situational Intelligence Framework for DER Networks," submitted for review
2025 Resilience Week (RWS), National Harbor, MD, USA, 2025.

[OWA STATE UNIVERSITY |
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HIL Testbed Implementation

DEMRS SOC Platform — CSA & CSI

DERMS
(VMWare Workstation)

aWS \ AWSEC2lnstance

w |OgstaSh Kkibana

= 7

— V4
= @
il 5 owes 3
! [ "M | = (Python-based) s
-_— v... |8} |l P
I set |\»y Q
P IS . 2| Q
set 5 Physical EID il Virtual EID a v
g (NVIDIA (VMWare |3 mag
VMWare Workstation, Q Jetson AGX) Workstation) g
. " ol Control Center VMs, c;
| N, - i Corporate Network VMs,
‘ — _ s | Substation RTU VMs, DNP3,
— S { . - Security Onion VMs K\/ Sunspec MOdbUS
Real-Time Digital : sl n
= L (Python-based)

sJ:J:J:J

-

SEL Phasor Data ; E T
Concentrator (PDC) = i y
- e v
= Siemens Relays (
i \
@ SEL Relays & PMUs :
IR (S —
¥ y BT m—] 3
Real-Time Automation i d
Controller (RTAC) i = = =

!
e

B Real-Time Digital
= Simulator (OPAL-RT)
‘. TS,
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Sample DER-integrated Distribution Grid for Experimental Evaluation

IEEE 13-node Test Feeder with DERs

_—
= A <=

= Distribution network model, both primary distribution of 4.16 kV and secondary distribution of 240V per phase.
= 3 DERs (2 PVsand 1 EV) are connected using a 4.16kV/480V transformer to the primary distribution section.

= PV plant is modeled using the NERC DERA model, with the following control functions inside for: Power, Voltage,
and Q Control based on the user selection.

Ref: https://www.nerc.com/comm/RSTC_Reliability_Guidelines/DERStudyReport.pdf
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1. Real-time Implementation of DER Protocol Converter

) 81 10.10.1.2 rtu1-mlads)
SIMULATION DFRIIG MONF!ING ENRMAT ADDS L . e n ton irate 4 @ L3 - Hide toolbar
.
SEERMN IEEE 13-Node Test Feeder with DERs cne i SunSpec Modbus Server
New : S [ BEE AESS -09-0 ol Converter VM) -
v 4 Print v f
- g - 0 4 - wee & “eu sy e " n .
FILE ting the JSON models in data folder
2 ieee13distri_frequency_2_sc_user_interface Ft el o
- =}
_S © ||%alieee13distri_frequency_2_sc_user_interface P w g AR
K] — s I
B Al 2 ***Model 701 load
R C R g : Mo;e\:);
| g *xxModel
Model
& ***Model 302
— Model:
= i Model 711
: ﬂE}: - - Holding Register List Generate
a3 4 v Holding Register List Generated!
. | S t
- = . DNP3 updater task...
] DNP3 updater task...
IEEE 13 Node Test Faeder = async server...
Pl Saction Asymeirizal Line modeis tart async se
Initializing
) SunSpec Modbus Client
i B Re-attact Fullscreen tay on tof rice toolbar
A - (NVIDIA Jetson EID)
- ry 2.0s: cat . anl-measurement.jsor I13-desktop:
cat: .: Is a directory
{
i
an
L |
(7]
&
v
» ¢ >
Running 80% T=1382415 4% FixedStepDiscrete
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2 & 3. Cloud CSA - Real-time Situational Awareness Dashboard

» Aggregated Alerts are forwarded to the Cloud via an encrypted MQTT channel.

» Alerts are stored in Logstash and parsed to visualize on the Kibana Dashboard.

- 1204 a0 0
B & piscover - Elastic % | & Aggregated_dashboard x = + ™ x
« C QO O localhost:5601/app/dast rds#/view/Obe31990-5¢01-11ef-bdee-2bf56ca816d9?_g=(filte refreshinterval:(pause:!t,value:0),time:(from:now-15m,to:now w ®@ ®©@ O =
§

e

= . Dashboard  Aggregated_dashboard Fullscreen  Share Clone & Edit

B v Search KoL f@ v Last15 minutes Show dates C Refresh

®  +Add filter

alert_count per minute Today alert_count per minute Today

® Ramp Attack on Measur. H @ Master station shutting H

@ Pulse Attack on Measur. H @ Ramp Attack on Measur. H

Ramp Attack on Control 1 Pulse Attack on Measur.
@ Pulse Attack on Control H @ Ramp Attack on Control H
c 8 @ Pulse Attack on Control ... £
= @ No Attack on Measurem. H
§ ¢ 5
o o
° o
2 =
2 I

event-timestamp event-timestamp
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4. CS| - Knowledge Graph-driven Alert Correlation

DER De...
~ >
A

atchdog App
Timers
N
/’%’@s aan'da\ec\
w
uses -] -
- 4 ” can_detect
13 Denial of 5
Network
Traffic

uses 14 Service aam—.
« ©an_detacy
Cd %
o %
Kia

A Q3139HVL —

Sr
Ongs, 2
NE/?Gy "
Wind_Tu.. = ~"Roy,
st 3 % 3 d 2

o2 o %) S %’“ é”%\ %, e
% %% %% Mger. My ’ ARG 5
g Q,& Ry R, Dy E0 by cexen B om0 B o s
o990 ® =
Accou... Progr... Param...
Semantic Enrichment Device-Specific Analysis Mitigation Guidance
Alerts enriched with contextual Targeted extraction of device-specific Knowledge graph links attacks to
information about devices, attack paths enables focused security specific mitigation strategies, enabling
vulnerabilities, and attack techniques analysis and prioritized remediation. faster and more effective incident
from the knowledge graph. response.
Key Knowledge Graph Elements
A (] 3 4 5
Attack Techniques Device Types Vulnerabilities Mitigations Relationships
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4. CSI - Al-based Threat Intelligence
% Input Processing

Decision rules from security
systems

The LLM ingests structured and unstructured
data from multiple security sources, normalizing
formats and extracting key entities and
relationships.

\ STIX-based mitigation strategies \

Contextual Analysis

By correlating across data sources, the LLM

establishes context between threats, assets, and

mitigations that might otherwise remain
disconnected.

Asset,

Infrastructure . LLM

Actionable Output

\System inventory and architecture\

The LLM transforms technical data into
prioritized, human-readable intelligence with

specific mitigation steps tailored to the
hreat-Actor organization's environment.

Known threat actor profiles and Correlation & Incident Summary
TTPs

Based on the high risk score and alerts for the device, it's subject to critical threats, including DNP3 Stealthy, Denial of Service (DoS) attacks, and Replay Attacks. These techniques can disrupt
energy operation, manipulate data, and enable unauthorized access, which could potentially lead to catastrophic outcomes for the distributed energy resources.

\Observed-Data\

Immediate action steps are:

\Real—time security telemetry\

Strengthen authentication processes to thwart the DNP3 Stealthy attacks. This includes stronger passwords and implementing multi-factor authentication.

Expand network monitoring to spot anomalous activities, which provides protection against DoS attacks.
Introduce network segmentation and timely system updates to protect against Replay Attacks.
Conduct a detailed security audit to identify other potential vulnerabilities and establish new mitigation strategies.

Lastly, consider creating an incident response plan specifically for these threats to minimize disruption in the future.

A e
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Conclusion & Future Work

2. Cyber Situational
Phase | Awareness (CSA)

3. ML Anomaly
Detectlon Systems

l l Event Data: A

Cloud. 0T Logs.

i Host Sensors
! . Alerts, Telemetry

SIEM, SOAR, Big Data

Real-time Monitoring 4. Cyber Situational

Intelligence (CSI)

Analytics

Trending & Correlation

Detections

Network Sensors : Incident Tracking, Case Management,
Alerts, Telemetry Automation

1. DER

______________________________

5. System Integration

6. Tech Transfer &
Field Demonstration

P Asset & Vuln, Data | Artifact Composite
| Efj Scams, lavestory Analysis Tools Asset Inventory

Completed Ongoing
[OWA STATE UNIVERSITY 24
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Cybersecure Power Grid via Online
Change Detection

Murti V Salapaka

Electrical Engineering Department

: University of Minnesota, Twin-Cities
Arnab Dey Soham Chakraborty Mohammed Tuhin 4 !

Rana https: / /salapakalab.ece.umn.edu

murtis@umn.edu
Support: CyDerms: DE-CRO000040, NSF: ECCS 2412435
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Grid Data Analytics: Situational Awareness

= Aim:

* Obtain state awareness

-0-%$
-0

* Fault detection

* Grid monitoring

¢
,z?’a |

5~

Dist.
Substation
#1

e = Meter #

= Existing or Potential
Switching Point

JK
= Challenges

* Topology only partially known
* Changing with time

* Partial measurements

* Active probing impractical
] ] Vi ‘ * Latent Nodes
12 13 Vs

‘ * Paucity of data

€34 €35



Scenario

; Sample Collection Window - V:
I I 1
I I 1
I I 1
I I 1
] I :
| | .
Active topology: &4 ! Active topology: &, ! Active topology: &; : > time
1 G G
Multiple branch fault Branch restoration
s L@ ) pm  p+D L(5-2) =D ()
9(1) 9(2) 0(3) -------------------- > 0(11) 9(n+1) """""""""" > 9(3_2) 0(5_1) 0(5)
D @ G tm ¢y (5-2) (-1 4(S)
t t t t t t
|

p™

Phasor dataset, X = {[
1)

n=1

l

S
, — (S
]} + Timestamp set, T {t }n=1

v™; Bus voltages
0. phase angles
t(™; Timestamps

Given data determine (1) When change occurs (2) Estimate topology effective between changes



Problem Description

=" From phasor data with timestamps:
* Detect number of topologies: K
* Estimate total no. of changes and change
instants: C and {¢;}%_,
* Localize changes: By estimating {€;}% ,
= Control center:
* does not know K, {E;} ,, and C,{c;}}_,,
a priori
* Has access to phasor data

28



Al: Determine Number of
Topologies and Optimal
Parameters

Input Data: phasor data and associated time-stamps

Output: (1) Number of topologies (2) Assign phasor measurement to most likely
topology



Notation

» X = [v" 07]": The vector of phasor measurements at all N nodes

« xM): the vector of phasor measurement at time tm,

= Consider the case where there are K topologies.

e let Z = [2z{ 2, ...Z¢]T be a K-dimensional random vector of indicator variables

o Z can take values in {eq, e, ..., ex}
oe,=1[0..010..0]" € RX: Standard basis vectors of R

= Event {Z = e,,} represents topology is k" topology with probability
T = PlZ = e
" Probability density X takes value x under kth topology:

1 —
fxize,(X|1Z = ey) = L ez B ()

(2m)N|Zk|2

where ¢y == (g, Zy)

30



Probability Distribution of Phasor Data

= Probability distribution function of X
]j(xlz 1ek) ——(x ~m) T (e—p)

fto, () = z Tefyz

/P (27T)"’|21k|2
* Parameter: ®y = (1, 7o, ..., Tk, (]51, obr...
® |og-likelihood is

L(@|20) = In(TT=1 frjo (x™))
= Solve
b, = ALgMaxe, L(CDKIX)

2@ x@ o ()
such that k—[l 1, = 1, 711k = 0.

* Hard to solve



Probability Distribution of Phasor Data

" fX|<I>K(x) = Zlk<=1 7kax|z,¢k(x|z = ey)
* Parameter: @y =

(T[l' Ty, ..., g, ¢1' ¢2' LELS) ¢K)
= |og-likelihood is
L(@|X) =
In(T=1 fxjo (x™))

= Solve

Dy = argmaxg, L(Py|X)

such that YX_ m, = 1,m, = 0.

* Hard to solve.

= Suppose an estimate, CDI{Q of (I/);{ is available.

- hZ’{): =likelihood that n"*data, x™comes from
topology k

T -1
05 -os(a-ih) (o) ()

~05_—os(x™-uk)" (zh) " eW-ul

l]sl

) h;{l’l —_
IR A

" Maximization
@} = argmaxe, Tn-1 [IEM  [In(fezi0, P ) 1X = x<”>]]

such that Zk:l m,=1,m, = 0.

o T[Il(+1 Z 1hk
S
S_ pilym 35y R () -l (0 l+1)T
. ,ul+1 — Ln=1 Ry % [+1 _ &n=1 'k X He )\ X %
© T mamt T T
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= C. M. Bishop, “Pattern recognition and machine learning,” Springer, vol. 2, pp. 5-43, 2006.



Algorithm Iterations

= Given parameter ®f = (nf,nl, ..., w5, ut, -, ut, 2%, -, 2L) determine

T -1

" na|z%<|‘°'se—o-s<x<n>—ua> (1) (-
h,” = .

k 7 —

= ypdate:
T

41 Zama P e Tama Aoy B ()

Te = S M = s .nl 2%k = — .
anl hk Zn—l k

" [terate till Convergence:
D) — L(L|X)| <€
o L(@lX) = In(TT=1 fxje, (x™))

Closed form for iterates. Thus, very fast

= C. M. Bishop, “Pattern recognition and machine learning,” Springer, vol. 2, pp. 5—43, 2006.



Estimating Number of Topologies



Use Silhouette Score

= For each value of K € {1, ..., K}, after running EM

* we have estimates of which sample belongs to which topology (classification)

ke{1,..,K}
* Set of phasor samples classified under topology k after running EM

. Xk = {x(n): k = arg - max a% QkJI‘IKoo%tI‘Et(TT}‘)hrpﬁgdér];nmes from k" topology
= Suppose, x™ € X}

- S(x(n)): Silhouette score of x(™

= Silhouette score assesses the optimal number of classes by analyzing
* Mean intra-class distance
* Mean inter-class distance
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Algorithm

Algorithm 1: Topology change detection

Function detectChanges (X = {m(”)}gzl,f, 1, S¢n, €):

end

end

end

for K =1 to K do
for {=0to [ do

Initialize 9
L(RY|X) Y0y In[Fx g0 ()];
for k=1 to K do
/* E—step */
forn =1 to S do
‘ Compute hz’l using (10);
end
/+ M-step */
Compute 7i 1, b+t and B2 using (13);

end

L@FNX) 25 _In [fxléw(;n(n) ):

b @?1; Ly (@p|X) + LB X): [« 1
if |£(@11X) — £(@%|X)| < € then

| breg{k;

end

/* Computation of silhouette score */
if K # 1 then

Compute the average silhouette score sy ;

K eargmaxKe{zr‘w?}sK;
if SR—AS Stk then
K=1;
forn=1to S do
‘ k() argmaxke{lrnﬁ}h:”’l:

return K, ® ., {E(™) ¥y
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Estimating Change Instants



Change Instant Detection: Idea

T Indicative of change instant

o
—g_ = 7
3 = 5
S
2
z
> Time
T change instant
o
Té' = 7
5 ’__,f — T,
~
£
=)
zZ
> Time

Change instants detection: an example with two topologies

= We know the optimal likelihood

topology that the x(™ comes from
given by k(™.

" |f we plot histograms of timestamps for
each Jj

=" The overlapping regions between the
histograms indicate the change instants

= We smoothen the histogram to
approximate the density function of
samples in Jj,

" The crossover point is representative of
the change instant
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Algorithm for Change Instants Determination

Algorithm 2: Change instant detection

Function etChangelnstants

(T = {t n) }?.5;:1’ Ks h, K’r‘('): Clen):
/+ Initialization */
C—[:7«0;
for k =1 to K do

Ly + zeroes(S);

Compute Tg;

for n =1to S do

| Li[n] + I [frp(t™)];
end

end

for k1 =1to K —1 do

for ko = k1 + 1 to K do

d "Ckl — L',k2|;

ds < argsort d in ascending order;
for i =0 to C do

if i == 0 then

| Append ¢; = t(ds[D 0 C; j 5+ 1;
end
else

q  [t(dsE) —¢(ds[im1])|;
if ¢ > €, then
‘ Append c; = t(dﬁ [iD to C; j— g+ 1;
end
end

end
end

end
return C;
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Estimating the k" Topology



Determine Topology from Precision Matrix

" |inearized model

Algorithm 3: Learning Grid Topology [17] X [17] -1 [p]
Function get Topology ({ﬁ)k}k}?:l ,2TERT,V): —lel T ek q
for k= 1to K do He , Hgp
Ei — & * He =y _H
EkB &g

Jvv,e Jvek
[JBV,k Joo, K
foreach i,5 € V do
if va,k{’i,j) + Jeg,k(i,j) < —71 then

| &+ & U{{i i} {d.ith

] +— inverse(3p);

* M = Hég/:”pqi Iy = ngjzqugkl

= Nodes active and reactive power mutually

end .
end independent
end * Quality of reconstruction is guaranteed
return {&;,}5
= Aside
* With voltage magnitude only: possible for resistive
grids

Dr. Deepjyon Deka Dr. Saurav Talukdar Dr"H.ariSh Doddi
MIT Verrus Nvidia

= Deka, Deepjyoti, Saurav Talukdar, Michael Chertkov, and Murti V. Salapaka. "Graphical models in meshed distribution grids: Topology estimation, change detection & limitations." IEEE Transactions on Smart

Grid 11, no. 5 (2020): 4299-4310. Al



Flowchart

Algorithm params, (K, 1, Sgp,, €)

Phasor sumpl;,\s X > Algorithm 1
o) —
x={lool}
g(n) 1

K, &g (kM)
il

and timestamps
< .

T {t("‘)} | Algorithm
n=1 7T params

No change

(hK(), Mo
Algorithm R C,€y) Yes} K, {k(n)}n:-l’
params . Dz i
) » Algorithm 3 == T | Algorithm 2
1Chcmge instants C .
b Alorithm 4 Outages,
gorithm additions

L
{ k}k—l >




Experimental Results



Experimental Set-Up

* Visualization Screen
} (Front End Monitoring)

AN

m que

React.js UL

—+ command
A/ flesl UI Controller INode.js
r— § ‘_l
Grafana PN
X —

Local storage

User-owned

Data | DA Node.js — Python t
Analys!
1(111;1:1?1 . Query Controller
(Emulatmg Power System oe =
B et DA algorithm (Python) ﬁ&:dﬁ?)mm % Physical /iy

Software Components

=  OPAL-RT based real-time simulator.
= Custom built end to end cyber physical infrastructure for data collection, algorithm

implementation and visualization.

= A Dey, S. Chakraborty and M. V. Salapaka, "An End-to-End Cyber-Physical Infrastructure for Smart Grid Control and Monitoring," 2022 IEEE Power & Energy Society 44
Innovative Smart Grid Technologies Conference (ISGT), New Orleans, LA, USA, 2022, pp. 1-5.



Modified IEEE-33 Bus System

Physical system

Number of buses: 33
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Associated topology

Experimental Results: IEEE-33 bus System

Topology 0
0.030 SE=E u
1 Topology 1
0.025
S 0.020
£
2 0.015 u
E 0.010
T T n
0 0.005 3150 3175
0.000
- T - T T T T L e L A e B
0 1000 2000 3000 4000 5000 6000 0 1000 2000 3000 4000 5000 6000
timestamp of PMU samples timestamp of PMU samples u

True time stamp of topology change

Silhouette score

0.8

0.6

0.4

Density plot with estimated time stamp of change

— Mean score
= Threshold
K
1
1
1
i
I
] - —
| K*=2
!
_'_' T T T T
2 4 6 8 10

Number of possible topologies (k)

Silhouette score for different values of K

Line outage between bus 6 and
25 at timestamp value of 3160.
Here K = 2.

Density plot shows detected
change instant as 3160.
Silhouette score shows optimal
K detected as 2.
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226-Bus System

u Physical system
. Number of buses: 226
= Network provided by

External = UMN Energy Management Service
Distribution . Xcel Energy
Network fed "=  Voltage level: 13.8 kV

by Xcel Energ

Total load: 5.12 MW

. controllable, and non-controllable
. 1 medical center of 700 kVA
. Includes rooftop PV, battery

. Sensors
= PMUs considered at each bus

= Communication system

Clustered buildings = Centralized Control Center (CC) at feeder
in campus fed by -

Measurements sent wirelessly to CC
common bus

UMN Campus
Network
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Associated topology

Experimental Results: 226-bus Network

q Topology 0
2 0.010 Topology 1
—— Topology 2
_0.008
=
2 0.006
1 =
_g 0.004 X
1 I 1 1
0.002 9100 9125 3200 18250
0 0.000 |
L L L — T T T .
0 5000 10000 15000 20000 25000 0 o o s om0 200 ® o |jne outage between bus 104
timestamp of PMU samples timestamp of PMU samples
Ll Ll Ll
True time stamp of topology change Density plot with estimated time stamp of change qnd 2 04 qnd Ilne qdd Ition

between bus 106 and 206 at
timestamps 9115 and 18232,
T = Here K =3.

= Density plot shows detected

o

\

change instants as 9115 and

Silhouette score
=
[=3)

" K'=3 =nEE= 18232.
ol 44/ —r———— = Silhouette score shows optimal
Number of possible topologies (k) K detecfed as 3.

Silhouette score for different values of K



1262-Bus System

=  Physical system
=  Number of buses: 1262
= ‘ckt7’ of the large representative
feeder, developed by the Electric Power
Research Institute (EPRI)
=  Voltage level: 12.5 kV
= 5964 customer loads
=  Primary length of network: 8 miles
= Sensors
=  PMUs considered at each bus
=  Communication system
= Centralized Control Center (CC)
= Measurements sent wirelessly to CC




Associated topology

Experimental Results: 1262-bus Network

(=}

o -

T T
2000 4000

Topology 0
Topology 1
0.03
D
=
x 0.02
z
£
< I
0.01
T T
2725 2750
T T 0.00
, T T T T T
6000 800¢ 0 2000 4000 6000 800C

timestamp of PMU samples

True time stamp of topology change

Silhouette score

0.9

0.8

0.7

0.6

0.5

0.4

timestamp of PMU samples

Mean score
= Threshold

6 8 10
Number of possible topologies (k)

Silhouette score for different values of K

Density plot with estimated time stamp of change

Multiple line outage and
addition at timestamp value of
2736.

Here K = 2.

Density plot shows detected
change instant as 2736.
Silhouette score shows optimal
K detected as 2.
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Experimental Results: 226-bus Network Random Changes

Count | Accuracy (%) | False positive (%) | False negative (%)
Total changes 350 -
Correct detection 338 96.57 -
False detection 4 - 0.014 -
Missed detection 12 - 0.034

350 random changes including
line addition and outage over a
span of 1 hour.

96.57% of the random changes

were detected correctly.
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Conclusions

= An effective method determined for online change detection
* Number and time instants of change
* Topology estimation and location of changes

® Challenges
* Need for sensing, Phasor measurements
* Corrupted data (packet loss, noise in measurements, delays)
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