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My Belief of Resilience
1. Cup half full vs. half empty 
2. Adversarial attitude 
3. Be flexible, persistent, open-minded — Never give up 
4. Synergistic approach 
5. Sustainability of business/finance 
6. Readiness for the worst 
7. Live happily 
8. Growth strategically

2



Contingency Analysis

• Initial events, cascading outages
• Poor coordination led indecision of remedial actions
• Blackout/brownout occurs 3



Change of Reality 
• On top of population growth

• New EV charging stations
• New data centers
• Domestic manufacturing

• Intermittency of renewable energy
• Unprecedented bottleneck shift from time to time 
• Congestion increases
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Growth transmission circuit expansion

High Cost and Long Lead Times
Congestion Just Moves Elsewhere

Uncertain Future Demand and Generation Patterns

Natural Catastrophe
It is very hard to plan for rare event occurrences in a business case.



N-1Contingency View and Load Shedding
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Merchant Transmission Project
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Merchant Transmission Projects vs. Resilience
• Merchant Transmission Projects (MTPs) are market-driven solutions 
• Objective is to optimize cost recovery under uncertain energy availability.
• Revenue Sources include transmission service charges and Financial 

Transmission Rights (FTRs)
• Commercial Viability hinges on fully subscribing the MTP’s transmission capacity
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No guaranteed investment recovery

It can take up to 10 years due to permitting, supply chain delays, and labor shortages.

New load growth may significantly outpace transmission expansion, yet total generation remains inadequate.



Growth (expansion and addition) cannot be 
simply to brute force investment at every local – not 

sustainable!
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Shedding load may not be necessary if we 
have a local generation to supply majority of it

What if there is something we could turn 
something into generation from a load?



Our Love of Seasonal Fruit - Strawberries
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Case Study of Genomic-Informed Breeding 
Strategies for Strawberries
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 Topological space and 
properties of a biological 
survivability system 

 Crown and runner daughter 
plants

 The “edges” are the runners 
 Established the autonomy as 

the runner plants grow bigger 
by rooting locally



Considering Clustered Adequacy for Restoration 
Efforts Based on strawberry-runner paradigm

Outgrow the regional 
clusters of adequacy

Slow expansion of underground system



BESS Investment
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N-1 Contingency

N-2 Contingency

•Equipment: $160,044,660 
•Installation: $34,650,000 
•Total: Approximately $194,694,660
•Could take up to 1 year to complete



Flexibility of New Load Growth
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Sequence of Events 
about Blackouts
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The Northeast Blackout of November 9, 1965, was triggered at 5:16 
PM when a 230-kV transmission line to Ontario tripped due to an incorrectly set 
relay, causing cascading failures in the power grid. The sudden redistribution of 
power overloaded remaining lines, leading to instability as generators at Beck and 
Niagara lost synchronization. Within seconds, key transmission lines between 
New York and New England tripped, severing tie lines and causing additional 
generator failures. This resulted in the East Coast Interconnect splitting into 4 
sections, leaving 30 million people without power across the northeastern U.S. 
and parts of Canada.

The Northeast Blackout of July 13, 1977, began when lightning strikes
knocked out multiple 345-kV transmission lines, isolating the Indian Point No. 3 
Nuclear Plant and reducing grid stability. Further strikes and overloading led to the 
sagging of Line 92 from Niagara, cutting off 1,202 MW of power. A series of equipment 
malfunctions and operator errors ultimately isolated the Consolidated Edison (Con 
Ed) system from the Eastern Interconnect. At the time of separation, Con Ed faced a 
1,680 MW power deficit, prompting automatic load shedding of 2,230.6 MW. However, 
rapid voltage surges caused by underground transmission lines tripped the 
Ravenswood No. 3 Generator, which produced 844 MW, leading to a total system 
collapse. As a result, 9 million people lost power in New York City.

The Western Electric Coordinating Council (WECC) Blackout of July 2, 1996, began 
at 2:24 PM when the Jim Bridger-Kimport 345-kV line tripped due to sag, followed by a relay 
failure that also tripped the parallel Jim Bridger-Goshen line. Two generators at Jim Bridger 
were disconnected, and while the system initially handled the event, a faulty relay caused 
further destabilization. The Mill Creek-Antelope 230-kV line tripped due to another relay 
failure, leading to rapid voltage collapse in Boise, Idaho, and along the California-Oregon 
Intertie (COI). As voltages fell, four more 230-kV lines between Boise and Brownlee 
substation tripped, followed by the automatic disconnection of the COI at substations in 
southern Oregon, severing 4,000 MW of power flow. Within 8 seconds, the WECC grid split 
into five asynchronous islands, cutting power to 2 million people across the western U.S.

The August 10, 1996 WECC blackout began at 15:48 p.m. when the Keeler-Allston 
500-kV line contacted a tree due to inadequate right-of-way maintenance, forcing additional 
lines out of service and removing hundreds of MVAR. Overloads and low voltage conditions
caused further line trips, and generators at McNary Powerhouse tripped, leading to system-
wide oscillations. As the system became unstable, 0.224 Hz oscillations spread, and shunt 
capacitor banks were switched in, but the disturbances were not damped. By 15:48:51 p.m., 
oscillations reached 1000 MW and 60 kV peak-to-peak, triggering PDCI Remedial Action 
Schemes (RAS). Despite corrective measures, the WFCC system split into four asynchronous 
islands, causing a major blackout that affected 7.5 million people.

The Eastern Interconnection Blackout of August 14, 2003, began at 1:07 PM when 
FirstEnergy (FE) turned off their state estimator for troubleshooting. Shortly after, a generation 
unit at Eastlake 5 tripped, followed by a 345-kV line (Stuart-Atlanta) going offline due to tree 
contact. System monitoring failures escalated the situation as FE’s control room lost alarm 
functions, and by 3:05 PM, multiple 345-kV lines tripped, overloading the 138-kV system and 
causing voltage collapse. At 4:05 PM, the loss of 138-kV lines overloaded the Sammis-Star line, 
triggering further failures. By 4:08 PM, major 345-kV lines in Ohio tripped, causing power swings 
through New York, Ontario, and Michigan. As disturbances spread, transmission lines and 
generators failed across the region, leading to a widespread blackout by 4:13 PM. The event 
knocked 265 power plants offline, leaving 50 million people without power across the 
Northeastern U.S. and parts of Canada.

The Texas Blackout of March 4-5, 2025, was triggered by a severe storm 
system with hurricane-force winds (85+ mph) and an EF1 tornado in Irving, TX, 
causing widespread power disruptions. By March 4 at 8:30 PM, wind energy output had 
declined 18% compared to February 2024, increasing reliance on fossil fuel 
generation. At 4:31 AM on March 5, ERCOT reported a sudden loss of 795 MW of 
generation, causing grid frequency to drop to 59.902 Hz, while total load was 41,502 
MW. Voltage instability and transmission failures escalated the crisis, leading to further 
interruptions of 4,000 MW of power flow. By morning, over 400,000 customers lost 
power across Dallas-Fort Worth and North Texas, with restoration efforts slowed by 
severe infrastructure damage and hazardous conditions. The blackout underscored 
Texas’ grid vulnerabilities, highlighting risks from extreme weather, aging 
infrastructure, and transmission limitations.



Summary of Blackouts
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1. Disturbance Triggers – A fault or 
outage (e.g., tree contact, lightning 
strike, or relay error) initiates 
trouble. 

2. System Instability – Frequency 
and voltage become unsteady as 
equipment fails faster than 
operators can respond. 

3. Grid Splits – The system “islands” 
into separate zones, each struggling 
to balance its own load and 
generation. 

4. Cascade Begins – Power reroutes 
onto remaining lines, causing 
overloads and additional trips. 

5. Widespread Blackout – Major 
sections (or all) of the grid shut 
down, leaving millions without 
power. 

1kW = 1 customer. 1MW = 1000 customers. 
10,000MW = 10,000,000 customers

Split

Cascaded 
Outage

Mess



Automatic Load Shedding
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A chain of initiating 
events triggered 

cascading outages, and 
coordination barriers 

prolonged the decision-
making process for 
remedial measures, 

ultimately leading to a 
widespread blackout or 

brownout.

• Under Voltage
• Under Frequency
• Rate of Frequency Decrease
• Remedial Action Scheme

August 10, 1996 (Western Interconnection, 30,489 MW): On 
this date, a cascading failure knocked out power across the 
western United States, but subsequent studies showed that 
dropping just 0.4% of the total system load—about a 30-minute 
outage—could have prevented the widespread blackout.
August 14, 2003 (Northeast, 61,800 MW): On this date, a major 
cascading outage affected the northeastern U.S. and parts of 
Canada, and the Final NERC Report indicated that shedding 
1,500 to 2,500 MW of load in the Cleveland–Akron area before
the critical Sammis–Star line failed would likely have prevented 
the massive chain reaction that ensued.



Balancing Perspective in Adequacy Language
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System-Wide Coordination of Vehicular Charging
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Cyber-Informed Systems Engineering
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• Revisit contingency analysis to extend extreme attack impacts
• What could constitute a great “vital measure” rather than a brain 

surgery
• Understand the “physics” of cybersecurity technology and 

“behaviors” of electronic threats
• Connect with grid investment and overlap the grid growth 

establishment
• Present dollars and metrics demonstrated improvements from the 

hypothetical scenarios
• Leverage our existing power engineering tools



Cyber-Physical Team Synergy

Kate Davis, Associate Professor
Operational Awareness of Cyber-Physical 
Control Systems and Analytics

Chee-Wooi Ten, Professor
Extreme Contingencies and Cyber-
Informed System Planning

Alexandra M. Newman, Professor 
System Optimization Strategies and 
Validation
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PSERC S-112 Project start in Fall 2025: Structural Risk Screening and Strategic Vulnerability Assessment in High-
Caliber Optimal Power Flow Under High-Impact Low-Frequency Grid Events



Feedback from Industry Members
• Broad and Ambitious Scope: The proposal is ambitious, raising concerns about 

its integration with existing NSF, DOE, and DHS projects. While it considers the 
potential of honeynets for modeling and risk mitigation, challenges such as legal, 
ethical, and scalability issues remain unclear.

• Strengthening Cyber-Physical Risk Analysis: Key aspects, such as estimating 
probabilities of events and specifying the time horizon for analysis (long-term, 
operational, or real-time), are unclear.

• Cyber may be medium priority, but resilience with renewable is high: While 
valuable, the proposal is not a top priority for industry stakeholders but extensive 
contingency for resilience framework is highly desirable.

• Connecting PTDF/LODF, PF, OPF Framework: The relationship between OPF, 
risk assessment, and optimization objectives needs more detail, including 
inputs, outputs, and integration within the optimization process. 21



Proposed Tasks of Cyber-Informed Planning 
Framework
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NERC CIP History and Milestones

NIST Equivalent MilestoneNERC CIP MilestoneYear

Introduction of NIST SP 800-53 (Initial Release), setting cybersecurity control 
baselines for federal information systems.

NERC designated as ERO under the 
U.S. Energy Policy Act.2005

NIST SP 800-53 Revision 2, introducing asset identification, access control, and 
incident response baselines.

Initial CIP standards (CIP-002 to 
CIP-009) become mandatory and 
enforceable under FERC approval.

2008

Expansion of NIST Cybersecurity Framework (CSF) concepts, emphasizing risk-
based categorization of systems.

Transition to CIP Version 3 with 
improved clarity and compliance 
requirements.

2010–2014

NIST SP 800-53 Revision 4, with enhanced requirements for encryption, remote 
access, and supply chain management.

CIP Version 5 adopted with stricter 
cybersecurity controls.2016

NIST SP 800-161 (Supply Chain Risk Management), focusing on third-party risks and 
vendor assurance.

Development of CIP-013 to address 
supply chain cybersecurity risks.2018

NIST SP 800-53 Revision 5 and NIST CSF updates, addressing real-time data 
protection and emerging technologies.

Ongoing revisions (CIP-010, CIP-
012) address emerging threats like 
cloud computing and DERs.

2020–Present

NIST SP 800-82 (Industrial Control Systems Security) updates, aligning operational 
and cybersecurity planning.

Introduction of Cyber-Informed 
Transmission Planning Framework 
(CITPF).

2023
23



OT & IT 
Interconnectivity

Most OT attacks start 
from IT networks
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NERC CIP Comparison with Evolving Technologies and Clusters
 Went through multiple versions since 2006 (CIP 002-009 with 

CIP001 as physical security)
 Many terms have been retired, modified, or newly proposed 

definition, e.g., Electronic Access Control or Monitoring 
Systems (EACMS) / Electronic Access Point (EAP) / External 
Routable Connectivity (ERC), Inherent Risk Assessment (IRA) 
or Interval Control Evaluation (ICE)…

 The intent of this process is continuous reporting and 
documentation from approved baseline

 Accounting of cyber asset and awareness of incidents and 
policy improvements

 What to look for. Not so much on how exactly qualitatively and 
quantitatively.
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Control center and substation framework with consideration for 
newly adopted cyberinfrastructure
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Risk-Based Assessment

Risk = Probability x Impacts{
{

Anomalies 
(statistics from 
cyber asset)

Hypothesized attack 
scenarios and 

resulting consequence
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Risk-Based Assessment and Relation to NERC CIP

CIP-002

CIP-005

Risk = Probability x Impacts{

Anomalies 
(statistics from 
cyber asset)

Hypothesized attack scenarios and 
resulting consequence of power grid

CIP-007

CIP-003 CIP-006

CIP-014

CIP-008

CIP-004Provide Training

Statistical Insights

CIP-009Backup processing and drills

CIP-010

Establish a baseline configuration

CIP-011

Confidential data and handling CIP-012Statistical Insights from other control center(s)

CIP-013 CIP Senior Manager’s Decision on 
Policies and InvestmentImprovements

{
Risk

IRA
ICE CMEP 

Tool

Inherent Risk Assessment

Internal Control Evaluation Oversight Tool Selection

Initial Scope Initial Scope Initial Scope

Scope and focus for entities not participating in ICE

Entity 
Compliance 
Oversight 
Plan

Risk graph analysis
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Modeling the Disruptive Switching and Cascading Effects

Zhiyuan Yang, Chee-Wooi Ten, and Andrew Ginter, “Extended Enumeration of Hypothesized Substations Outages Incorporating Implications of 
Overloading,” To appear in IEEE Transactions on Smart Grid. <10.1109/TSG.2017.2728792>
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Enumeration Model

At level k:

...

Where,                                    indicates either a 
converged or diverged outcome, respectively.

Summarize,
where χ is the total reduction number that 
was extracted from the last level

Enumeration from k = 1 to S’ with decreasing ratio Ψ(. )
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Stage Priority Versus Introduced Aberrant Behavior
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Definition of Stages
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Strategies
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Defining the Priorities of Strategy 1
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Batch Definition for Strategy 1
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Defining the Priorities of Strategy 
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Batch Definition for Strategy 2
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Cyberinfrastructure Investment Strategies
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Flowchart for Detailed Algorithm
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Simulated 
Statistics With 

Strategies 1 & 2  
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Simulated Statistics With Strategies 1 & 2 + 3
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Simulated Statistics for A Larger Test System
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Thank you for considering!
Together, we will advance the cybersecurity and resilience of electric utilities


